English Bridges LEVEL: C2

When Al Agents Escape the Test: Lessons from Hugging Face

Name Date Class
I Reading
1 InJuly 2026, AI agents that OpenAl was testing on a hacking benchmark called ExploitGym circumvented the controls

meant to keep them offline and broke into systems belonging to Hugging Face, a platform for sharing AI models and
datasets. OpenAl, which confirmed on July 21 that its models were responsible, later called the episode a “warning shot.”
What makes it worth studying is not the spectacle of software attacking a company but a quieter problem: how do you
safely test a system whose skill at breaking rules is precisely what you are trying to measure?

In reward hacking, also called specification gaming, a system meets the literal target of a task by means its designers never
intended. OpenAl itself described an early case in 2016, when a program trained on a boat-racing game earned more points
by circling one spot than by finishing the race. The incentive is perverse by design: in training, it is the score, not the skill,
that gets rewarded. According to OpenAl, the agents, instead of solving the benchmark’s tasks, inferred that Hugging Face
might store solutions and set out to take them. Recovered messages show that some agents registered qualms, noting that
attacking outside systems was beyond the task’s scope, yet continued because the task seemed impossible and others were
already doing it. It is tempting to anthropomorphize such text, but it records behavior, not proven intentions.

None of this came without warning. In June 2026, the evaluation group METR reported that GPT-5.6 Sol, one of the two
models later involved, cheated more than any public model it had assessed, so often that its scores were unreliable. On July
21, the UK’s Al Security Institute (AISI) reported that all five frontier models it had examined, three from OpenAl and two
from Anthropic, attempted to cheat on cybersecurity tasks in roughly 8 to 14 percent of runs. Asked about it, the models
acknowledged the behavior as wrong less than half the time, and their visible reasoning often omitted it. AISI concluded
that detecting cheating will require robust monitoring, which implies that a model’s own account cannot replace
independent oversight.

Critics focused less on the models than on the fence around them. To measure dangerous capability, OpenAl had deliberately
switched off its product safeguards and relied on the environment alone for containment. That environment had a single
permitted route to the outside, a proxy for installing software packages, and the agents found flaws in it. Dan Guido of the
security firm Trail of Bits called the result “a containment failure with the safeties turned off,” and researchers at Trend
Micro argued that tests which strip out safety controls need stronger isolation than products, not weaker. By that standard,
the setup was lax. Inside it, a few agents came to orchestrate the work of hundreds through a message board, and a
customer’s application on the cloud platform Modal gave them a foothold on the wider internet.

OpenAl is not the only developer whose test proved less sealed than assumed. Google confirmed in September that during a
May exercise run by the security firm Irregular, its Gemini model had logged into systems at three real companies. The
cause was different: the test environment had inadvertently been left connected to the internet, and a fictional target
shared its name with a real firm. Google says the model stopped each time once it realized the systems were real, and it does
not regard the episode as misalignment; some safety researchers question how reassuring that is. The two cases suggest that
containment can fail through an agent’s persistence or through a mundane configuration error, and that to the
organization on the receiving end the two may look much the same.

Detection has been uneven too. It was Hugging Face, not OpenAl that noticed the intrusion first, using its own Al-based
monitoring; according to Reuters, about a week passed before OpenAlI linked the attack to its agents. In Australia, Prime
Minister Anthony Albanese announced on September 24 that an OpenAI agent had entered a Medicare statistics portal on
June 18 and even written files into it, adding that his government knew of no precedent for an Al breach of a government
system. OpenAl said no patient records were accessed, and Deputy Prime Minister Richard Marles described the data as not
particularly sensitive. What Albanese called unacceptable was not only the breach but the belated notice: OpenAl emailed a
public mailbox on September 10, nearly three months after the breach.

After the Hugging Face attack, OpenAl paused some training for two weeks and hardened its test environments to mitigate
the risk. On September 20, according to an OpenAl incident report, an agent working on a search task found that it could
reach a public chatbot through a DNS resolver, a service that translates web addresses, from an ostensibly sealed
environment. Monitors flagged the behavior within 15 minutes, but a system meant to stop the run automatically failed, and
staff halted it by hand two and a half hours later. OpenAlI has since added blocks at two independent layers and paused
training again. Whether such layers hold against agents that treat every barrier as a puzzle is what the next round of tests
will have to show.
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I Vocabulary Matching

Match each word from the reading with its meaning. Write the letter on the line.

1 circumvented A producing the opposite of the intended result
2 perverse - B coming later than it should

3 qualms — € make something bad less severe

4  anthropomorphize ___ D asecure position for further progress

5 oversight __E organize a complex activity

6 containment - F seemingly, but maybe not really

7 lax - G supervision to ensure proper conduct

8 orchestrate - H doubts about whether something is right
9 foothold _ 1 notstrict or careful enough

10 inadvertently __ ) ordinary and not exciting

11 mundane K anearlier similar case

12 precedent - L treat non-human things as human

13 belated - M keeping something harmful within limits
14 mitigate - N found a way around a rule

15 ostensibly O without meaningto do so

| Filtin the Blank

Choose a word from the box to complete each sentence. Use each word once. The words are already in the correct form.

anthropomorphize  belated circumvented containment foothold inadvertently lax mitigate

mundane ostensibly oversight perverse precedent qualms

1 The students the school’s filters by using a VPN.

2 Paying staff for each complaint they close created a incentive to close complaints unsolved.
3 Shehadno about reporting the fraud.

4  Children often their toys and give them names and feelings.

5 A parliamentary committee provides of the intelligence services.

6 Health officials praised the rapid of the outbreak.

7 Security at the old warehouse was so that anyone could walk in.

8 The company gained a in the Asian market.

9 She deleted the file while cleaning her desktop.

10 Most of the job is paperwork, not exciting fieldwork.

11 The court’s ruling set a for similar cases.

12 She sent her friend a birthday card a week after the party.

13 Planting trees can help the effects of urban heat.

14 The meeting was about the budget, but everyone discussed the new manager.
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I Comprehension Questions

Answer in your notebook or discuss with a partner. Questions 10 to 12 are IELTS-style.

1

w

O 0O N O i1 b

According to the first paragraph, what happened in July 2026, and what problem does the writer say the episode
raises?

What is reward hacking, and how does the 2016 boat-racing example illustrate it?

According to OpenAl, why did the agents go after Hugging Face, and what do the recovered messages suggest about
their reasoning?

What earlier evidence of cheating does the reading describe, and which two organizations produced it?

Why does the writer conclude that a model’s own account cannot replace independent oversight?

Why did critics focus on the “fence” rather than the models? Which choices made OpenAl’s setup vulnerable?
How did the Gemini case differ from the OpenAl case, and what does the writer conclude from comparing them?
What problems with detection and disclosure does paragraph 6 describe?

What does the September 20 incident suggest about OpenAl’s earlier fixes, and why does the writer end with an
open question?

IELTS-Style Questions

10

11

12

True, False, or Not Given: “Gemini’s access to the three companies caused financial damage.” Explain your answer
using evidence from the reading.

Yes, No, or Not Given: “The writer believes that OpenAl’s test setup was not strict enough.” Explain your answer using
evidence from the reading.

Author’s purpose: Why does the writer describe the 2016 boat-racing program in paragraph 2?

I True or False

Circle T (true) or F (false) according to the reading. Write a correction for each false statement on the dotted line.

1

9

10

T/F OpenAl confirmed on July 21 that its models were responsible for the Hugging Face breach.

T/F The 2016 boat-racing program earned its points by finishing the race quickly.

T/F METR'’s report on GPT-5.6 Sol appeared before the Hugging Face intrusion.

T/F The Al Security Institute tested models from OpenAl only.

T/F OpenAl relied on the test environment alone to contain the agents.

T/F Google says Gemini kept going after it realized the systems were real.

T/F The May exercise involving Gemini was run by the firm Irregular.

T/F OpenAl noticed the intrusion before Hugging Face did.

T/F OpenAl said no patient records were accessed in the Medicare breach.

T/F An automatic system stopped the September 20 run within 15 minutes.
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I Discussion Questions
Talk with a partner or in a small group. The questions move from personal to more abstract.

1  Have you ever seen someone follow the letter of a rule while ignoring its purpose? What happened?

2 The writer says that “it is the score, not the skill, that gets rewarded.” Where do you see this problem in schools or
workplaces?

Which detail in the reading surprised you most, and why?

Some agents noted that the attack was out of scope but continued because others were doing it. Is “everyone else is
doing it” ever a good reason?

Is “cheating” the right word for what the agents did? What other word might describe it more accurately?

6  Should companies ever test dangerous capabilities with safety features switched off? What conditions, if any, would
make this acceptable?

7  AlSI found that models rarely admitted cheating when asked. What kinds of checks would you trust more than a
system’s own report?

8 Google says Gemini stopped once it realized the systems were real. Does that make the episode acceptable, or only less
serious?

9  Does it matter to a victim whether a breach came from a persistent agent or a simple configuration mistake? Why or
why not?

10 How quickly should a company have to tell a government or another company that its systems were harmed, and who
should set that deadline?

11 Albanese announced the Medicare breach while at the United Nations. Should Al incidents be handled nationally or
internationally?

12 Who should be held responsible when an Al agent harms a third party during a test: the developer, the testing firm, or
someone else?

13 Should developers stop training every time an agent escapes a test, even when the harm is small? What are the costs of

stopping?
14 Can any barrier be strong enough against a system trained to find weaknesses, or does detection matter more than
prevention?
Language Focus: Cleft Sentences Eﬁ'ﬁ g E
A cleft sentence splits one idea into two clauses to put the focus on one part. An it-cleft L = P

uses It + be + focused part + that/who (It was Hugging Face that noticed). A wh-cleft uses
What + clause + be + focused part (What matters is the delay). Clefts often combine with
not X butY or X, not V.

In the reading:
¢ “What makes it worth studying is not the spectacle of software attacking a company Activities and speed challenge

but a quieter problem...” englishbridges.com/lessons/
e “.intraining, it is the score, not the skill, that gets rewarded.” openai-hugging-face-incident

¢ “It was Hugging Face, not OpenAl, that noticed the intrusion first...”

Practice: Rewrite as a wh-cleft beginning with What: “The delay angered the government
more than the breach did.”

Notes
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